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ltem executes a function
E.g. Lane Departure Protection
ltem-environment boundary

Interaction with environment via
sensors and actuators

Hazard and risk analysis for function(s) in
item

Safety concept for faults within item and
faillures in environment

Environment can contain more items

O>—

Sense Plan Act
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Environment of Multi-functional Car Systems
Example: Continental Chassis & Safety ADAS Functions

s

- SNy,

B = Brake
S = Steering
T = Throttle

S

> V2X | ADAS functional integration > Standalone warning + interventio
(Cooperative ACC) > V2X | ADAS functional integration (EBA/ESA)

Ontinental "s\ International VDI-Workshop 11. December 2014
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Potential Interaction: TJA vs. LDP
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Steering over lane markings is a hazard

Controlability unclear, so maybe not safety-relevant

All individual items are working according to spec

Hazards can occur due to interaction of correct items

Solution: Item = Car?

Better: Find way to identify interactions and hazards

International VVDI-Workshop
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ISO 26262 acknowledges item interaction

5 Iltem definition

5.1 Objectives

The first objective is to define and describe the item, its dependencies on, and interaction with, the
environment and other items.

But later steps are item-centric in standard (and in
practise)

7 Hazard analysis and risk assessment

7.1 Objectives

The objective of the hazard analysis and risk assessment is to identify and to categorise the hazards that
malfunctions in the item can trigger and to formulate the safety goals related to the prevention or mitigation of
the hazardous events, in order to avoid unreasonable risk.
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Goal: Determine controllability — svenivonras

(ACC, LKA, LCDAS, Probandenstudie Eye-Tracking

Of |nteraCt|0nS IAEB) 1 Fragebdgen
. . . . Systematische weriallaktisnis
Simulation of situations where | , fminen dor Falfustonen

i;@:;g}:?éi%”:ﬂ” !—111)0:18 und FAS FahrleistungsmaRe

Physiologische Daten

two system interact . ]
o o . . . ASlL-Bewertung NI\ ah| Kritischer ob'eS u?&gkg;ﬁ ur?idun
Identification of situations Eogosrs Severly | " orsuaionen || dorrben

Controllability

using a catalog of driving
scenarios and situations

Examined situations had one
FAS system hinder the driver
In correcting another

(both from O.Schéadler, Experimentelle Bewertung der Beherrschbarkeit von
interagierenden Fahrerassistenzsystemen anhand kritischer Fahrsituationen;
AAET 2015)
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Assumption: Accidents are
caused by inadequate control

Displays Own and Other

Goal: Define constraints on
component behaviour and

Interactions

Includes human behaviour,
regulations, laws, ...

Keyword-based search for
control action (=part of
Interaction) failures

Aural Alerts Aircraft Information
Operating Mode | TCAS
Advisories
Pilot Aircraft
Air Traffic !
, Radio
Controller ¥
. = Aircraft
Advisories | POt L
[

Operating Mode TCAS

[

Aural Alerts Own and Other
Displays Aircraft Information

Systems model for the “Uberlingen incident”, from Nancy Leveson,
"A new approach to hazard analysis for complex systems" ,
International Conference of the System Safety Society. 2003.

Keywords: Control action

* incorrectly provided

* incorrectly not provided

* provided with incorrect timing

* provided with incorrect duration

International VVDI-Workshop
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E Other approaches to item interaction

3 Interaction classification and identification

Interaction identification example

B Summary
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Once known, interaction can be regulated/prevented

ltems interact via values
Functional: Signal (groups)

Physical: Physical quantities

1. What kinds of interaction exist?
2. How to identify them?

International VVDI-Workshop
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Classification of Interaction Possibilities

\ 4

Read Input Read Outputs
Write Input Write Outputs

(3 e 1 .
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and possible countermeasures

,Other” & Item write same outputs
Overwrite each other
Access Coordination
Add up and grow over limits
Limiter or Access Coordination
Confuse user by sequential actions
Dead time
Provide action ignoring other‘s (old) intervention
(,TJAvs. LDP* example)
Observe previous actions

Dead time

International VVDI-Workshop
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Interaction Possibilities 2

Read Input

Write Input

Read Outputs

Write Outputs

(ontinental %
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and possible countermeasures

,Other” writes ltem's Inputs
Other‘s output misidentified as driver intention
Observe other's outputs

Falsify read values

Observe other's outputs
Unsynchronized Changes
Read all data at beginning of time slot
,Other” reads Item’‘s Outputs

Analogous but consequences for Other

International VVDI-Workshop
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Interaction Possibilities 3

Tm

Read Input Read Outputs

T

Write Input Write Outputs

(3 e 1 .
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and possible countermeasures

,Other* & Item read same Inputs
(Dead)Lock access to data
Deadlock prevetion/detection
Bring used sensor into different modes
(e.g. Long-range vs. Short-range evaluation of radar)

Central sensor management

International VVDI-Workshop
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Interaction Identification Approach

> Once known, interaction can be regulated/prevented

> ltems interact via values
> Functional: Signal (groups)

> Physical: Physical quantities

> 1. What kinds of interaction exist?

(3 e 1 .
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ltem1:ltem

Interaction
i 9
influences Value nfluences ltem? ltem
Signal (group) Physical Quantity

International VVDI-Workshop
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@ Identify all interfaces

Signal groups as well as physical quantities

@ Identify all other items using same interfaces
Read/Write Input/Output
(Except Read Input)

@ For each item & interface identify and evaluate potential
Interactions

Using a keyword list

International VVDI-Workshop
Markus Baumeister, © Continental AG
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Interfaces

Itemname
Functional
Interfaces

Inputs
Value or Signal

Outputs

Value or Signal

Physical
Interfaces

Inputs
Value or Signal

Outputs

Value or Signal

International VVDI-Workshop
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Other items

Functions interacting with Itemname
Interfaces Other Functions
Reading Inputs (only check for deadlocks, etc.)

Value or Signal Function 1

Value or Signal Function 2

Reading Outputs
Value or Signal Function 3
Value or Signal

Write Inputs
Value or Signal Function 4
Value or Signal Function 1

Write Output
Value or Signal Function 4

International VVDI-Workshop
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Other items

Potential interaction effects of other items with Itemname

Signal {grous) ‘

Enysical Quantity

Reading Other What is the effect if the item changes the output (which is input to Countermeasur
Outputs function the other functions) in the following ways es
1) more 2) less 3) inverse 4) before 5) after
Output is Output is Output Output is Output is
increased decreased from|gradient changed changed
(slowly/quickly) |original value |changes before other |after other
over original direction (i.e. [functions acts{function
value increase <-> acts
decrease)
Value or Signal |Function 1 |Interaction and |Interaction and |Interaction and |Interaction |Interaction [Potential
consequence consequence |consequence |and and countermeasures
consequence |consequenc [against each
e consequence
Value or Signal  |Function 2
Writing inputs |Other What is the effect if the other functions changes its output (which |Countermeasur
function |is input to the item) in the following ways es

1) more
Output is
increased
(slowly/quickly)
over original
value

2) less

Output is
decreased from
original value

3) inverse
Output
gradient
changes
direction (i.e.
increase <->
decrease)

4) before
Output is
changed
before other
functions acts

5) after
Output is
changed
after other
function
acts

International VVDI-Workshop
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B Interaction classification and identification

4 Interaction identification example

B Summary
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Advanced front-lighting system
(“Kurvenlicht”) turning the headlamps

+25m 30m
Aktives Herkommliches
Kurvenlicht Abblendlicht

Light assistant switching on/off
headlights and high beam

Drift assistant helping to drive
through curves oversteering

International VDI-Workshop
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Practise

(ontinental %

International VDI-Workshop
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Things that worked well / badly ?
Additional keywords?

International VVDI-Workshop

Markus Baumeister, © Continental AG
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Some interactions will not be identified:

Physical relationsships
E.g. two planes cannot be in same airspace simultaneously

E.g. braking and steering both use up adhesion

Could use ,adhesion* as physical quantity

Driver limitations

E.g. drivers are less experienced with simultaneous steering and
braking

Effects within normal control chains

Part of one item

International VVDI-Workshop
Markus Baumeister, © Continental AG
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Interaction of correctly functioning systems
can cause hazards

Analysis approach
Following influenced signals/quantities
Keyword-based interaction identification

Countermeasures definition

Hazard

Q9

ltem Item
Value
[tem Item

Identification

Iltem

ltem

Y

Value

Countermeasures

International VVDI-Workshop

Markus Baumeister, © Continental AG
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Your questions!

My questions:

Do you analyze item interactions?

Example interaction hazards found which can be shared?

Systematic approach at identification?
Approach to determine controlability?

Interactions of items in different cars?

International VVDI-Workshop

Markus Baumeister, © Continental AG
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Thank you

for your attention!
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Know what you do Item definition

Functions & States
Environment

Know what could go wrong Hazard & Risk
analysis

Safety Goals (ASIL)
Safe States

Define countermeasures Safety Concept

I N
I JA

Safety Requirements

Safety Measures Not good
.. enough?
Evaluate Sufficiency Safety Analysis
FTA Good

FMEA, FMEDA | enough?

Next Refinement
Level

International VVDI-Workshop
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Hazard and Operability Study (HAZOP)

First applied in chemical industry to identify potential hazards caused by
deviations from design intent

Approach
Find ways an item/component can fail based on two sets of keywords
Primary: Intentions or Functions of component
Particular aspect of design or parameter
Differ from component to component
Secondary: Deviation hints
Possible deviations

Standard Set of keywords
Alternative result: Consequences

International VVDI-Workshop
Author, © Continental AG



No

More
Less

Also

Part

Reverse

Other

Fluctuation
Early

Late

Function not performed /
unachieable

Quantitative increase
Quantitative decrease

Qualitative increase (something
in addition)

Qualitative decrease (something
missing)

Opposite than intended

Not where or how expeced
(something different)

Not achieved all of the time
Function performed too early

Function performed too late

No steering moment; Steering locked

Too much/too long steering moment
Too few/Too short steering moment

Vibration while steering;
Steering wheel height modified

Steering moment in opposite direction

No steering moment but braking;
Unexpected steering moment

Steering moment ,stutters
Too quick moment buildup

Steering moment buildup too slow

International VDI-Workshop

Author, © Continental AG 37
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Identification of Item Interactions for Functional Safety
Markus Baumeister, CTPCS, Continental

International VDI-Workshop “ltem Definition Based on Product Liability Laws and ISO 26262 of future ADAS”

11. May 2015
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Item Interaction and examples

Other approaches to item interaction
Interaction classification and identification
Interaction identification example

Summary
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Item executes a function
E.g. Lane Departure Protection
Item-environment boundary

Interaction with environment via
sensors and actuators

Hazard and risk analysis for function(s) in
item

Safety concept for faults within item and
failures in environment

Environment can contain more items

©>—

Sense Plan Act

International VDI-Workshop
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Environment of Multi-functional Car Systems
Example: Continental Chassis & Safety ADAS Functions

- ‘ ﬁt
EURD v NCAP
saTen,
eurRgpincar

B = Brake
S = Steering
T = Throttle

—

)
> V2X | ADAS functional integration > Standalone warning + interventiol

(Cooperative ACC) > V2X | ADAS functional integration (EBA/ESA)
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Potential Interaction: TJA vs. LDP
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Steering over lane markings is a hazard

Controlability unclear, so maybe not safety-relevant

All individual items are working according to spec

Hazards can occur due to interaction of correct items

Solution: Item = Car?

Better: Find way to identify interactions and hazards
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n Interaction identification example
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ISO 26262 acknowledges item interaction

5 Item definition
5.1 Objectives

The first objective is to define and describe the item, its dependencies on, and interaction with, the
environment and other items.

But later steps are item-centric in standard (and in
practise)

7 Hazard analysis and risk assessment

7.1 Objectives

The objective of the hazard analysis and risk assessment is to identify and to categorise the hazards that

malfunctions in the item can trigger and to formulate the safety goals related to the prevention or mitigation of
the hazardous events, in order to avoid unreasonable risk.

International VDI-Workshop
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Goal: Determine controllability — sswnenes

(ACC, LKA, LCDAS Probandenstudie Eye-Tracking

of interactions AEB)

' i Fragebbgen

H H H H Systematische dadanils Physiclogische Daten
Simulation of situations where | =5 Jmpementerung g Sp e
Fahrsituaticnen mil d :

tWO SyStem |nte raCt interagiarenden FAS ug FAS Fafireistungsmalie

] i
Subjektive und

Identification of situations e — Wisiah ttischer | |objktva Beurodung
. .. Conftreflability) S antrallability
using a catalog of driving conelontly
scenarios and situations

Examined situations had one
FAS system hinder the driver
in correcting another

(both from O.Schéadler, Experimentelle Bewertung der Beherrschbarkeit von
interagierenden Fahrerassistenzsystemen anhand kritischer Fahrsituationen;
AAET 2015)

International VDI-Workshop
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Assumption: Accidents are
caused by inadequate control

Goal: Define constraints on
component behaviour and
interactions

Includes human behaviouir,
regulations, laws, ...

Keyword-based search for
control action (=part of
interaction) failures

A
T ) I50Mas

Air Traffic
Controdler

Advisorias.

Displays
Aural Alors

Crwn and Other
Mircraft

— Y Operating Made | TCAS

)

— —
Pilot | |
L | Aircraft
S ¥
Radio \

T piter |

1 Operating Mode | TCAS
L

Aural Alprts
Displays

and Otf
Aircralt Information

Systems model for the “Uberlingen incident”, from Nancy Leveson,
"A new approach to hazard analysis for complex systems" ,
International Conference of the System Safety Society. 2003.

Keywords: Control action
* incorrectly provided

* incorrectly not provided
* provided with incorrect timing

* provided with incorrect duration

International VDI-Workshop
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Item Interaction and examples

E Other approaches to item interaction

B Interaction classification and identification

n Interaction identification example

B Summary
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Once known, interaction can be regulated/prevented

Iltems interact via values
Functional: Signal (groups)

Physical: Physical quantities

1. What kinds of interaction exist?
2. How to identify them?

International VDI-Workshop
Markus Baumeister, © Continental AG
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Classification of Interaction Possibilities

Tm

Read Input

Tm

Write Input

=l

Read Outputs

=

Write Outputs

(Ontinental 3

International VDI-Workshop

Markus Baumeister, © Continental AG




and possible countermeasures

,Other” & Item write same outputs
Overwrite each other
Access Coordination
Add up and grow over limits
Limiter or Access Coordination
Confuse user by sequential actions
Dead time
Provide action ignoring other's (old) intervention
(,TJAvs. LDP* example)
Observe previous actions

Dead time

International VDI-Workshop
Markus Baumeister, © Continental AG
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Interaction Possibilities 2

Read Input Read Outputs

Write Input Write Outputs

. ,
(Ontinental % et O erihop SRR — "




and possible countermeasures

,Other* writes Item's Inputs
Other's output misidentified as driver intention
Observe other's outputs
Falsify read values
Observe other's outputs
Unsynchronized Changes
Read all data at beginning of time slot
,Other* reads Item‘s Outputs

Analogous but consequences for Other

International VDI-Workshop
Markus Baumeister, © Continental AG
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Interaction Possibilities 3

T m

Read Input Read Outputs
Write Input Write Outputs

. ,
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and possible countermeasures

,Other” & Item read same Inputs
(Dead)Lock access to data
Deadlock prevetion/detection
Bring used sensor into different modes
(e.g. Long-range vs. Short-range evaluation of radar)

Central sensor management

International VDI-Workshop
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Interaction Identification Approach

> Once known, interaction can be regulated/prevented

> Items interact via values
> Functional: Signal (groups)

> Physical: Physical quantities

> 1. What kinds of interaction exist?

) ,
(Ontinental 3 ematonsl VoWorshon Ve sl conbeniac »




Metamodel of Interactions

'—

Interaction

tem1dtem influences S Value influences | tem2-ltem
e85 —— - ugeE
Signal (group) Physical Quantity

(Ontinental % et O erihop SRR — a



@ Identify all interfaces
Signal groups as well as physical quantities
@ Identify all other items using same interfaces
Read/Write Input/Output
(Except Read Input)

@ For each item & interface identify and evaluate potential
interactions

Using a keyword list

International VDI-Workshop
Markus Baumeister, © Continental AG 22



Interfaces

Itemname
Functional
Interfaces

Inputs
Value or Signal

Outputs

Value or Signal

Physical
Interfaces

Inputs
Value or Signal

Outputs
Value or Signal

International VDI-Workshop
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Other items

Functions interacting with Itemname

Interfaces Other Functions
Reading Inputs (only check for deadlocks, etc.)
Value or Signal Function 1

Value or Signal Function 2

Reading Outputs
Value or Signal Function 3
Value or Signal

Write Inputs
Value or Signal Function 4
Value or Signal Function 1

Write Output
Value or Signal Function 4

International VDI-Workshop
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Other items

Potential interaction effects of other items with Iitemname

Reading Other What is the effect if the item changes the output (which is input to [Countermeasur
Outputs function [the other functions) in the following ways es

1) more 2) less 3) inverse 4) before 5) after

Output is Output is Output Output is Output is

increased decreased from|gradient changed changed

(slowly/quickly) |original value |changes before other |after other

over original direction (i.e. [functions actsfunction

value increase <-> acts

decrease)

Value or Signal  |Function 1|Interaction and |Interaction and |Interaction and |Interaction  |Interaction |Potential

consequence consequence |consequence |and and countermeasures

consequence |consequenc |against each
e consequence
Value or Signal _|Function 2
Writing inputs |Other What is the effect if the other functions changes its output (which |Countermeasur
function |is input to the item) in the following ways es

1) more 2) less 3) inverse 4) before 5) after

Output is Output is Output Output is Output is

increased decreased from|gradient changed changed

(slowly/quickly) |original value |changes before other |after other

over original direction (i.e. [functions actsfunction

value increase <-> acts

decrease)

International VDI

-Workshop
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B Summary
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Advanced front-lighting system
(“Kurvenlicht”) turning the headlamps

Light assistant switching on/off
headlights and high beam

Drift assistant helping to drive
through curves oversteering

o
from www.tmwerkes.ca
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Practise
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Things that worked well / badly ?
Additional keywords?

International VDI-Workshop
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Some interactions will not be identified:
Physical relationsships
E.g. two planes cannot be in same airspace simultaneously

E.g. braking and steering both use up adhesion

Could use ,adhesion” as physical quantity
Driver limitations

E.g. drivers are less experienced with simultaneous steering and
braking

Effects within normal control chains

Part of one item

International VDI-Workshop
Markus Baumeister, © Continental AG 30



Interaction of correctly functioning systems
can cause hazards

Analysis approach
Following influenced signals/quantities
Keyword-based interaction identification

Countermeasures definition

Hazard

Y ¢

Countermeasures

International VDI-Workshop
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Your questions!

My questions:
Do you analyze item interactions?
Example interaction hazards found which can be shared?
Systematic approach at identification?
Approach to determine controlability?

Interactions of items in different cars?

International VDI-Workshop
Markus Baumeister, © Continental AG



Thank you

for your attention!
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Know what you do Item definition

Functions & States
Environment

Hazard & Risk
analysis

Know what could go wrong

Safety Goals (ASIL)
Safe States

Define countermeasures Safety Concept

T N

AV

L
Safety Requirements

Safety Measures
Evaluate Sufficiency Safety Analysis
FTA Good

FMEA, FMEDA | enough?

Next Refinement
Level

Not good
__J/enough?

International VDI-Workshop
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Hazard and Operability Study (HAZOP)

First applied in chemical industry to identify potential hazards caused by
deviations from design intent

Approach
Find ways an item/component can fail based on two sets of keywords
Primary: Intentions or Functions of component
Particular aspect of design or parameter
Differ from component to component
Secondary: Deviation hints
Possible deviations

Standard Set of keywords
Alternative result: Consequences

International VDI-Workshop
Author, © Continental AG 36



No

More
Less

Also

Part

Reverse

Other

Fluctuation
Early

Late

Function not performed /
unachieable

Quantitative increase
Quantitative decrease

Qualitative increase (something
in addition)

Qualitative decrease (something
missing)

Opposite than intended

Not where or how expeced
(something different)

Not achieved all of the time
Function performed too early

Function performed too late

No steering moment; Steering locked

Too much/too long steering moment
Too few/Too short steering moment

Vibration while steering;
Steering wheel height modified

Steering moment in opposite direction

No steering moment but braking;
Unexpected steering moment

Steering moment ,stutters
Too quick moment buildup

Steering moment buildup too slow

International VDI-Workshop
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